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KUBEPBE3OITACHOCTDB U ITPOPUJIIAKTUKA
KUBEPIIPECTYIHHOCTHA

(012 npedcmaeumeneii UHMETUZEHYULL)

JaBaiite ceroanst moropopum o0 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MOKHO TMpOMNacTb, U B KOTOPOM pEAJbHO IMPOIMAJal0T MHOTHE JIIoau. A
ObIBaeT, W IIeNble CTpaHbl. «[ ubenvroe mecmo Humepnem» — Takas TeMa,
COTJIaCUTECh, 3BYUHUT 3aMaHYMBEW, YeM €CIIM  MPOCTO  CKa3aTh:
«Kubepbezonacnocmsv u npoghurakmuxka rubepnpecmynsHocmuy. XoOTs
CMBICII pa3roBOpa BCE paBHO OyAET UMEHHO TaKOW.

NHTEepHET KaK OpY:KUe MPOTUB HAC

BcrioMuuMm ¢ BamMu, uto MHTepHET co3paBalicss B aMEPUKAHCKHUX
BOCHHBIX J1JA00paTOPHUSIX — U C T€X MOP BCE C HUM CBA3AHHOE TAK WJIM MHAYE U
IPOU3BOJUTCS, U paboTaeT Kak opyxkue. Kak opyxkue npoTuB Hac.

CkaxeM, cnyTHUKOBBIN MHTEpHeT 0oOecrieuynBaeT CBA3b Ha MoJie 0Ol
ConuajgbHble CeTH TO3BOJSIOT COOMpaATh TPYMNIbl JIIOAEH M aHOHUMHO
YIOPABISATh MUMH Ha PaccTOSHUU. KpHNTOBAJIOTBI — HEOTCIECKHUBAEMO
OIJIaYMBAaTh KypaTOPOB TaKUX CETEH U JIFOOBIX TEPPOPUCTOB B MPUHIIUIIE.

Hapepnoe, He mHorne oOpartwin BHUMaHue, Kak 3umoil 2023 rojaa
4yepe3 COLUANbHBIE CETH TMONBITAIMCh HATPABUTh UJICHOB HHTEPHET-
coobmectBa «YBK Pénan» Ha ¢yTOo0mbHBIX (aHaTOB. ITO OBUI OAWH U3
TPEHUHTOB, OJTHO U3 CAMBIX HATYpaJIbHBIX MOJIEBBIX YUCHUN. A MOTYyUUTCS JIK
3yMEpOB-00OTAaHOB, HE BBUIC3AIOIIMX M3-32 CBOMX KOMIIOB, BBIBECTH Ha
yJUILBI, J1a €€ U CTPABUTh CO CHOPTUBHBIMH «YJIbTPACY (OpeaHu308aHHble
2PYnnvl CROPMUBHBIX GONENbUYUKOE)?

Okazanoch, 4TO COBPEMEHHBIE TEXHOJIOTMU MO3BOJSIIOT YK€ U TaKoe
nenath. [IpaBaa, mpaBoOXpaHUTENM 10 PEATBHBIX CTHIYEK UM JIOWTH HE JIaJIu.
Opnnako oueBuHO: MHTEpHET U3 M0 0051, T/I€ X035€Ba BCEr0 — aHTJIOCAKCHI,
JIOPOC YK€ U 0 THCTPYMEHTA PEATILHOTO BIUSHHUS Ha YKUBBIX JHOJICH.

JIro0oe Haxkathe Ha OO0 KJaBUaType — 3TO OAHOBPEMEHHO €Ile U
MUCHMO aHIJIOCaKcaM, MO0 Thl MOXKEIIb YTO XOYellb JeJaTh M XOTh Kak
AKPaHUPOBATHCS, HO KJABUIA €CTh KJaBUIlIA. [IIr0C Kaxapli COBPEMEHHBIN
rajpKeT NOKJAABIBAET «B LEHTP» (uiu 6 JDuenu, uiu 6 «8aAuUHSMOHCKUU
06xom») 000 BCEM, UTO MPOUCXOIUT HE TOJILKO BHYTPH HErO, HO U BOKPYT.
Takum o00pa3oM 3amajHUKH — TMPU SKEJIAHHUM — MOTYT 3HaTh BCE O
MPEANOYTEHUAX OEIIOPYCCKOT0, HAapUMED, MPOTaraHancTa.



Bnors 10 TOrO, e TOT WM Ta IPOBOJMT BBIXOJHBIC, Ky/Ja CHAJaJa
CMOTPUT Ha JIETKOMBICIICHHBIX KapPTUHKAX, O YeM MMEHHO Pa3roBapUBACT B
KYPHWJIKE U Ha 4YTO MPEANOYUTAET TPATUTh 3apab0TaHHbIe KOHTPIIPOMAaraHaou
TOHOPAPBL.

KuoOepaTaku Ha BUPTYaJbHOM 10J1€e 0041

CeronHst HM OJMH YEJOBEK, HU OJJHA CTPAaHA HE 3aCTpaxoBaHa OT TOrO,
YTOOBI CTaTh OOBEKTOM KuOepHamnaaeHus. MaccupoBaHHBIE XaKePCKHUE aTaKH
SIBJISIFOTCS. OJTHOM M3 CaMbIX 3HAUUTENIBHBIX M MOCTOSHHO PACTYIIUX YIPO3
i rnobanbHoN 6e3omacHocTH B XXI Beke. B3oM KOMIBIOTEPHBIX CUCTEM
CrIOCOOEH Tapajn30BaTh IEJbI€ OTPACAM MPOMBIIUICHHOCTH, MPUBECTH K
MacITaOHBIM YKOHOMUYECKUM TPECTYIJICHUSM, OCTAaHOBUTH PabOTy OAHKOB,
3aKpbITh a3PONOPTHI U T.J.

BnonHe ompeneneHHo mo 3TOMY MOBOAY BbIckazaics [IpesunpeHt
Pecnyonuku benapycs A.l'Jlykamenko: «Bo eécem mupe nadaodaemcs
pocm kuoepamak. Ilpuuem amaxyiom npedicoe 6éce2o cmpamezuvecKue
00beKmul, 20CyO0apPCMEEHHbIE OpP2aHbl, Npeonpuamusi, O0AHKOECKYIO
cucmemy. To ecmv uenvio ux A6AAIOMCA OCHOGHbBIE NYHKHIbL
JHcusHeobecneueHus ar0020 20cyoapcmea, 6 mom yucie u Hawiezo. Imo
O0OUH U3 I]IEMEHM 08 2UOPUOHOUL BOUIHbL, 04eHb onacHblil Inemenm. Ilenb —
HaHecmu MAaKCUMANbHbLIL Yuiepd IKOHOMUKE U 0ecmadunu3uposams
6 umoze oouecmeo. Cnedyem ooezonacums Hauie 20cyoapcmeo ¢ y4emom
mozo, Ymo y Hac ecmb) .

Hano nonumats, 4to m000e 4ykoe NporpaMMHOE 00ECTICUEHUE MOXKET
OBITh H3HAYAJIBHO 3aPAKEHO 3aKJIQJKOM C BO3MOXKHOCTBIO YJIaJIEHHOTO,
CKa)XeM TakK, MOJIphIBA. A eIle 3aKjajika MOKET OBbITh 3aJI0’KeHa amnmnaparHo,
Ha JTane KOHPUTYpUpOBaHUSA 4UIIOB ycTpoilicTBa. M eciu mpo Buwnodosc,
HaIrpuMep, Mbl OOBIYHO HE JymMaeM, Kak Mpo MUHY 3aMEJIEHHOTO JCUCTBUS,
TO JI0OOON COBPEMEHHBIM CMapT(OH TEOPETUYECKH MOXKET TAaKOWM MHMHOU
CTaTh B JJIOOYIO MUHYTY.

MBI Bep MHOTO pa3 C BaMHU CIbIIATU WA YATAIH, KaK TOPST WIIU
B3pBIBAIOTCS OaTapen B MOOMJIBHBIX TellepoHax, mpaBaa xe? A eclid 3T0 OHU
He camu? Hcrtopusi apabo-u3pauibckux neuoxcepos TOKa3bIBAET: OYEHb
Jla’Ke MOXKET OBITh, YTO U HE caMH. BOSIThCSl 3TOr0 KaK/bli I€Hb, HABEPHOE,
HE HY>KHO, HO TIOMHUTH 00 3TOM CTOUT.

JIOTIOJTHUTENBHYIO OMacHOCTh Kubeparakam 151 JIPYTUM
BBICOKOTEXHOJOTHYHBIM MPECTYIIEHUSM MPUIAIOT BceoOIas
nudpoBu3anMsd U, CIEIOBATEIIBHO, 3aBUCMMOCTh BMeECTE CO CTHPaHHEM
rpaHun. Takke — JOCTYNHOCTh MHCTPYMEHTOB BMeECTE€ C HEBBICOKMM
YPOBHEM KOMIBIOTEPHOH TIpPaMOTHOCTH TpaxiaH. KuOeparaku HBIHYE
CTaJli TeONMOJMTHYECKUM HHCTPYMEHTOM U UCIOJIB3YIOTCS I IIMUOHAXKA,
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AecTabuinm3anuyu OOCTAaHOBKH, BIUSIHUS HA BBIOOPHI M HAHECEHHS yiepOa
KpUTHYECKON UHPpacTpykType 0e3 0ObABICHUS OTKPHITOI BOWHBI.
Cnpaeouno:

Ilo pesynomamam uccredosanus xomnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI evipocio noumu 6 3 paza 6o |l keapmane
2024 2., eciu cpasnusams ¢ mem dtce nepuoooM npeodvloyue2o 200d.

Ilpu smom benapycv 3ausana 3-e mecmo 6 peuimunee cmpan CHI
Komopbwle dauje 6ce2o no08epearmcs Kubepamarkam.

Kasxcoas namas amaxa 6 benapycu npuxooumcs ua eoccexmop
(22%). Ha emopom mecme — cgepa npomviwnennocmu (14%), a Ha
mpemovell cmpouke — ¢puHancosas ompaciav (11%). Munoco amax maxoice
HayeneHvl HA CeKMop meleKOMMYHUKayul, cgepsvl Hayku u o6pazoeanus
(8%).

Kaowcoas emopas xubepamaxa (57%) npusooum « ymeuke
KOH@uOeHyuanvHolx  OaumHvlx. Pedxce  onu  Hapywaiom  0cHO8HYIO
Odessmenvrocmo (16%) unu necym npsmvie punancosvle nomepu (8%). bonee
NONOGUHbL YKPAOEHHbIX C8EOeHUll COCMABIAIONM NePCOHAbHbLE OaHHbLE U
KoMMepueckas matiHa. [na paoosvix nonvzogameneti 4y8CMEUMenbHOU
0Caemcs Kpajica OeHez Ha KapmouKkax U KOuleIbKax.

Kak ¢ atum Gopotbca? B benapycu oJHUM U3 KIHOYEBBIX PEIICHUM
CTajo IIOJIMTUCAHUE ['maBou rocyzapcTaa Yka3za
Ne 40 «O xkubepOe3omacHocTW», Ha 0a3ze KOTOPOro B HalIel CTpaHe
copMHpOBaHA OCHOBA KOMILJIEKCHOI0O MHOTOYPOBHEBOI0 MeXaHH3Ma
NMPOTUBOAEUCTBUS KHOepaTakaM Ha TOCYJapCTBEHHBIC OpraHbl W
OpraHu3alM, KPUTHUECKYH0 HHQpopMaioHHyo uHbpacTpyktypy. Cosnan
HarmmonanbHbIN 1IeHTp KMOEpOEe30MacHOCTH, & MHOTHE KPYITHbIE KOMIIAHUH
Takke  chOopMUpPOBaIM  COOCTBEHHBICE  IIEHTPbl  MHOOPMAIIMOHHOM
0€30IMacHOCTH.

C 1 wmapra 2024 r. B benapycu GyHKUMOHUPYET MeEXaHU3M
NPOTUBOACUCTBUS HECAHKIMOHUPOBAHHBIM ILUIATEKHBIM ONEPALUAM,
Korra y  OaHKOB  TOSBUJIACh  BO3MOXHOCTh  MPHUOCTAHABIIMBATH
IIOJO3PUTENBHBIE TEPEBOJBI M COBMECTHO C IIPABOOXPAHUTEIbHBIMU
OpraHaMH paccie10BaTh UHIUICHTHI.

Cnpaesouno:
Coenacno onybnuxosanuvim Odannvim om Positive Technologies,

6 2024 200y mawa pecnybnuxa sausna 70-e mecmo uz 166 cmpan 6

petimunze NSCI (om anen. National Cyber Security Index, Hayuonanomwiii

UHOeKC Kubepbe3onacHocmu) no ypoeHio Kubepoe3onacHocmu, YCmynug no

amomy unoekcy cpeou cmpan CHI' auws Mondoge, Azepbaiioxcany u
Poccuu.

HNHTepHeT Mo KOHTPOJIEM CIIeCIIY KO
A eme UHTepHET, IOCKOJBKY MBI BCE K HEMY HENPEPBHIBHO
oOpaiiaeMcsi, BKJIaJbIBA€T HaM B TOJIOBBI CBOM CMbICIBL. CBOM — 3TO T€,
KOTOpBIE MponucaHel B «Buxkunenuw», a OTTyJa NONAJLAIOT CHAYajla B



IIKOJIbHBIC U CTYJCHYECKHE TOJIOBBI, 3aTEM — U BO BCE MHTEIUICKTYaJbHbIC
KOHCTPYKTBI ~MOJHBIX  MBICIUTENIEH, YTOOBI TOTOM CTaTh  SKOOBI
«obmen3BecTHEIMIY. CaMa K€ UHTEPHET-IHIUKIONETUs (yorce MHO2OKDAMHO
ovinio  onybaukosano) Kak wmuHEMYyM ¢ 2008 rToma pemakTtHpyercs
denepanbubiM  OOpo pacciefoBanuii (manmee — DBP) um llenTpaibHbIM
pas3BeIpIBaTEIbHBIM yIpaBicHueM (fganee — LIPY).

HeotBpatumo rpsietr u BpeMs MCKYCCTBEHHOTO MHTEJUIEKTA (J1ajiee —
NN). Vxe ceituac 3amnag MpUHUMAET OTPAaHUYUTEIbHBIE MEPBI.
Cnpagouno:

YHueepcumem bonna pasociai pOCCMlZCKMM cmydeHmaM
V8e0OMIEeHUsL O MOM, 4mMO OHU DONbULE He MO2Ym Nnocewams psid Kypcos no
HU, ananuzy oannvix u 3D-mexnonocusm. Taxoe peuwieHue 00wbscHAemcs
CAHKYUAMU EC: 06y7~l€Hu€ no smum HanpaejieHuAM Ae61A1emcs mMexHu4yecKkou
nomowwbto Poccuiickoii @edepayuu.

Kozoa nemyam 3assunu, umo smo uucmou 600bl OUCKPUMUHAYUS,
ceepeeayusd u HapyuleHue npae uejloeeKkda, npecc-cekpemaps yrueepcumemd
CNOKOUHO omeemua, 4Umo OHU «OMKpblLbl onsa  ecex UHOCMPAHHBIX
cmydeHmoe u npomue OuCKpuMuHaL;uu, 0OHAKO 3anpem HA KypcCol

ouckpumunayuetl He cuumaemca». lllancoe Ha cyoebHoe peuieHue, Kax
NOHAMHO, Hem.

Hano moMHuWTB, 4TO OOJBINAS YacTh COLMAIBHBIX CETEH HE TOJIBKO
CO3JJaHa  aHrJocakCaMHM, HO M  KYpUPYETCS  aHIJIOCAKCOHCKUMH
CrierciIyk0amMu HanpsiMmyro. HesaBHO amMepuKaHCKHIT HE3aBUCHUMBIN TTOpTal
MintPress News  omyO0iauKoBadl  HUTOTM  CBOMX  MHOTOYMCIICHHBIX
paccieoBaHul, U3 KOTOPBIX CTAHOBUTCS MTOHATHO, YTO Jitoau u3 L[PY, ObP,
l'ocnenma, HATO wu papyrux rocyJapCTBEHHBIX HWHCTUTYTOB PErYJISIPHO
HaIpaBJISIIOTCS Ha CIYKO0y B CONMAIbHBIC CETH (Hanpumep, maxue, Kak
Facebook, Google, TikTok u Twitter).

Tam oHM paboOTalOT B CHEHUAIBHBIX CTPYKTYpaX (ckasicem, omoei
008€puﬂ u 66307’Z(JCHOCmu, ynpaejernue beszonacrocmu u Modepab;uu KOHmeHma u
m.n.), GaKTUYECKHU BIMSS HA TO, YTO BUJAT U YUTAKOT MUJUIHAP/IBI JIFOJEH 110
BceMy mupy. Tak ke, Kak M Ha TO, YTO OOBIYHBIC MKUTEIH, T'PaKJaHe,
n30upaTeu He BUAT, HE CJIBIIIAT U HE YATAIOT.

B paccrnenoBanuu TmpuBelieH OOJIBIION CHUCOK (pamMuianii  sSIKOOBI
ObBIIMX cOTpyaHUKOB [[PYu ®BP, nepemuienmmx Ha padoTy B COLMAIIbHbBIE
CeTH M 3aHMMAIOIIUX TaM BaXKHBIE C TOUKHU 3peHUs (HOPMUPOBAHUS MPABUI U
KOHTEHTA JOJIKHOCTH.

NMeHHO Te «OBIBIIME COTPYAHUKH» OOBIYHO PEIIAIOT, KOTO M 4YTO B
COLICETSAX HAI0 «MHUHUMHU3UPOBATHY (nodagnamy), a KOMO WIA YTO
«IUTKFOCOBATHY (packpyuueams).

Cnpagouno:

Bom nenonnwviii cnucok «owisuiux compdeukoe», 6ceco aJce maxKux
acennoe COmHu.
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Jlon bBepmon, kxomopas 6 2019 200y ocmasuna O00JIHCHOCHD
cmapuie2o cosemuuxka no unHosayusm oupekmopa @PBP, umobwvr cmamoe
cmapwum OUpeKmopoMm no cmpamezuu U onepayusm 6 cgepe npasa,
20Cy0apcmeenHol NOIUMUKY, 0osepus u besonachocmu 8 Twitter.

Jcedpgp Kapamon — xomanoyrowuii Kopnycom mopckoii nexomwl u
0a8HULl AHATUMUK PA36EOKU LPY u @BP, 6 mae 2021 o. noxumyn
IIpasumenvcmeo, umobwr nepeumu 6 Twitter na O00NHCHOCMb cmMapuLe2o
MeHeoxcepa npoecpammsvl no 008epuio u 6e30nacHOCmu.

Xeitnu Yanz — Oviguuii 3amecmument 21A6HO20 OPUCKOHCYIbMA
Munucmepcmea enympenneu Oe30nacHocmu u 3amecmumendb HOMOUHUKA
oupexmopa ®BP, komopas noxunyna 610po, umobsl cmams 3amecmumeinem
2/IaBHO20 1OPUCKOHCYIbmMa Komnanuu Meta u 3aHumamuvcs 6onpocamu
Kubepbezonachocmu u pacciedo8anull.

Jrcou Yan, xomopuwiti 6 2021 200y ocmasun nocm KOMAHOYIOWeE20
Apmuu  CILIA, umobvl cmameb MeHedIHcepoM NpocpaMMbl 008epus U
bezonacrnocmu 6 Meta.

Annen Hukcon — owviswasn acenm DBP, cmaswas meneddcepom no
paccredosanuam y2po3 Facebook.

Yeppenn H. — ovisuuii acenm OBP, pabomarowuii cneyuaiucmom no
gonpocam noaumuxu 6 Twitter.

Aapon bepman — acenm L[PY 0o uwons 2019 2., koeda on noKunyn
nocm cmapuieco MeHeoxcepa No aHaiumure, 4moobvl cmamsv CMapuuUm
MeHeOIHcepoM No NpoOyKmoGol noaumuke 6 obnacmu Oe3ungopmayuu 8
komnanuu Meta, mamepunckou xomnanuu Facebook, Instagram u
WhatsApp. Ilo cnosam A.Bepmana, HbiHewiHAss O00JIHCHOCMb Oelaem e2o
271460l KOMAaHObl, Komopas nuwem npasuia 0as Facebook, onpeodensas,
«Umo npuemiemo, a 4mo Hemy Ol mpex C JUWHUM MIPO NoJb308amenell
naamghopmul. [lpasuna 0na noumu noiosuHvl HaceieHus 3emiu.

HNHTEepHET KAK HHCTPYMEHT MCHUXOJOTHYECKOr0 MAHUIYJIUPOBAHUS

Hano mpusHaTh: HAC nNpuyydsiv, a Mbl C BAMH, KaK U BCE OCTaJIbHbIC
KUTEeMM 3eMid, TpuBBIKIM M K MHTEepHeTy, M K cmapTdhoHaMm, U K
COIIMAJIbHBIM CETSIM, U K KpunrToBamoTaM. M He coOupaemcss HU OT 4Yero
OoTKa3bIBaThCA. U k mpojakaM JIMYHBIX JAHHBIX ITPUBBIKIN, U K IOCTOSHHOMY
KOHTPOJIFO  TE€OJIOKAllMM, W K  TPOCIYyLUIMBAHUIO  OKPYXKAKOIIETO
IIPOCTPAHCTBA. ..

[TosTomMy maBaiiTe XOTsi Obl MHPOTUTHEHY COOJIIOAATh, XOTS ObI CBOIO
TOJIOBY B YHCTOTE JIepXkKaTb. DTO M OyAeT Halll MUHUMAJIbHBIA BKJIaj] B
KrOepOe30MacHOCTh U B TPOPHUIAKTUKY KHOEPIIPECTYTHOCTH.

Cnpasouno:
3a 8 wmecayee 2025 200a Hayuoumanvhwiii yeump 3aujumol

NepcoHanbHblX Oauublx noayuun 21 yeedomnenue 0 HapyuleHuu cucmem

3auumol NEPCOHATLHBIX OAHHBIX, U3 KOmMopvlx 08a — 06 ymeuxe. Ilo

mpebosanuro yenmpa yoaneno oonee 3,3 MK 3anucell, a makaice bonee 2,7 MIH

8U0€O- U ayouolanucel, CcooepICcauux He3aKoHHO 0Opabamvléaemyo
KOHUOeHYUAbHYI0 UHGOpMALUTo.



B benmapycu co3maHpl  HEOOXOAWMBIE  YCIOBHS JUISL  3allUTHI
MEePCOHANBHBIX JTAaHHBIX W 0€30MacHOCTH JMYHOCTH M OOIecTBa MPU HX
ucnoias3oBannn. 3akoH PecnyOnmkm bemapych «O 3ammTe mepcoHaIbHBIX
JTaHHBIX», TpUHATBI B 2021 romy, MaeT MOHATH, KaKyr0 HWH(POPMAITHIO
0 YEJIOBEKE MOXKHO COOMPATh M PaCIpOCTPaHsITh, a KAKyl0 HE CTOUT.

Cnpagouno:

Ymobwvl 3auumums céou auuHvle OanHbvle 8 inmepneme u uzbescamo
npoobiem, pekomenoyemcs coo100ams HeCKOIbKO NPOCMbIX NPABUIL:

1. Bceecoa enumamenvHo uumatime, Ha 4mMoO 6bl Oaeme collacue.
Hzyuaiime noaumuxy o6pabomKu NepCOHANbHBIX OAHHbIX, U3 MeKCma
KOMOPOU MOJNCHO NOHAMb, KaKue 8auiu 0aHHvle 0y0ym cooupams u Kax ux
UCNONIBL308AMD,

2. Ucnonv3zyime HaoedicHvie napoiu u eKouaime 08yX@AaKmopHyO
3awumy, 4mooOvbl NOCMOPOHHUL He CMO2 6310MaAmb BaAwlU AKKAYHMbL.
Cnedyem ¢ MaKcuMaibHOU OCO3HAHHOCMbBIO NOOXOOUMb K DA3MEUjeHUo
JUYHOU UHGpOpMayuu 6 coyuanvhvlx cemsx. He credyem onybnuxogvleamo
nacnopmuvle 0aHHvle, OAHKOBCKUE PEKGU3UMbL, YOMOo OULemos, ClylceOHble
OOKYMEHmMbL U M. 1.,

3. Byobme ocmopodichbl ¢ NOOO3PUMETbHBIMU NUCOMAMU U 360HKAMU
— 3mo Modicem ObimMb NONBIMKA OOMAHOM NOJYHUMb NEPCOHAIbHBLE OAHHbIE.
Peeynapno obnosnsiime npoepammvl U aHmusupycel, a 011 pabomuvl
6 Uumepneme gvlOupatime moabko nposepeHHvle Cambl U NPULONCEHUSL,

4. Bepexcno omHocumecs K C80UM U UYHCUM OAHHBIM.: He coobwatime
PEKBU3UMBL Kapm, NApOIU U JTUYHYIO UHDOPMAYUIO HE3HAKOMbBIM JUYAM,
ocmepe2aimect MOUWEHHUKO8 U COMHUMETbHBIX CO0OWeHUll, obpawatimecs 8
npasooxpanumenvhvie opeansvl. Bcecoa coxpansiime 300pogulil ckenmuyuzm
U He MOPONUmMech GbINOJHAMb HENPOBEPEHHbIE UHCMPYKYUU.

Haubonee pacnpocTpaHEHHBIMHM  BHUAAMU  KHOEPMOIIEHHUYECTBA
B PecniyOnuke benapych no-mpexxHemy SIBISIOTCS (PMIIMHI, TO €CTh Kpaxka
JUYHBIX JAHHBIX, 1 MOIIEHHUYECTBO ¢ 0AHKOBCKMMH KAPTAMM.

Cnpaesouno:

Ilpumepol camvlx pacnpocmpanenHvix cxem.

360HKU om umenu oOauka, compyonuxa MBJ/], KI'b u unsix
20CY0apCMBEHHbIX OP2AHO08, K020A MOWEHHUK, UCNONb3YSL MEXHOI02U0
NOOMeHbl HOMepPA, 360HUNM C HOMePA, NOX0xce20 HA OQPUUUATbHBIIL HOMED
bauka u coobujaem o «nO0O03PUMeENbHOL Onepayuny ¢ Kapmoti, «O10KUpoeKe
cuemay UIU «NONbIMKE B310MA», A 0N «3AWUMbLY UIU «OMMEHbL
onepayuuy npocum cooowums CVV-x00, oannvie uz SMS-coobwenus c
KOOOM NOOMBEPHCOeHUS, NApolb U3 UHMEPHem-OaHKUHea Ulu nepesecmu
O0eHbeu Ha «Oe30nacuvlily (Ha camom oene NOOKOHMPOTbHbLU MOULEHHUK))
cuem,

Gumunzogvie SMS-coobuwenua u nucema, Kozoa npuxooum SMS-
cooOwenue Ui 31eKMPOHHOE NUCLMO C COOOWeHUeM O «OJIOKUPOBKe
Kapmoly, «npobieme ¢ HAN02OM», «8vlucpvle 8 Jomepee», KOmMopoe
Cco0epIICUm CCobLIKY HA @UUUUH208bIIL UHMepHem-pecypc (caiim — KIOH),
KOMOpblll  8blea0um Kak — oQuyuanbhslii.  unmepHem-pecypc  0Oawuka,
HA02060U UL OPY2020 20CYOApPCMEEHHO20 Op2ana, 20e mpebyemcs 66ecmu



JIO2UH, NApoNb, OAHHbIE NIAAMENCHLIX CPeOCm8, HOCAe 668004 KOMOPbIX
cogepuiaemcs xuujenue,

MOUIEHHUYECMEA 8 COUUATIbHBIX cemsax u meccenoxcepax («\Vibery,
«WhatsApp», «Telegramy), ko20a 310yMblULIEHHUK 831AMbl8AEN AKKAYHM 8
coycemu unu coszoaem HetiKo8wlll, NOXOHCUl HA He20, nuuiem OaUSKUM
POOCMEEHHUKAM OM UMEHU 61a0eabyad aKKAYHmMA, 4Ymo CPOYHO HYHCHbL
O0eHbeU HA «OYEHb BAMNCHOE 0ell0) (COMANC meneoH, NONAN 8 CLOHCHYIO
cumyayuro, nonan 6 [TIl u Op.), npoca Huxomy He 380HUMb, IUOO
AHAN02UYHAS NpeoblOyWel cxeMd, K020a MUWEHbIO CIMAH08AMCcs Opy3bs, a
MOWEHHUK OM UMEHU Opy2a nuuiem, 4mo 3acmpsl 3a cpauuyet, y He2o
VKpaiu 0eHveu/00KyMeHmbl, U NPOCUN CPOUHO nepesecmu cpeocmaea;

MOUIEHHUYECMEA NPU OHJIAUH-HOKYNKAX HA NI0WAOKAX NO
npooasice moeapog (Mmopzosvle NIOWAOKU, MAPKEMNIEUChl, Coycemu),
K020a MOUIEeHHUK pasmeujaem HnpugiexamesbHoe 00vsgleHue 0 npooasxce
moeapa (mexuuxa, OemcKue Gewju, JHCUBOMHblIe) NO 3AHUMCEHHOU YeHe,
npocum 100% npedonnamy na xapmy uiu uepez EPUII, nocre uezo
ucuyezaem. Ananocuunas, Ho 0OpamHas cxema, K020a xcepmea npeoiazaem
mogap K npooajzce, a MOWEHHUK, UCHONb3YSL €20 KOHMAaKmvl 8
MecceHOxcepax uiu COYUANbHLIX cemsax, npedidazaem Kynums mogap ¢
00CcmagKou, AKoObl 0QOPMAEHHOU OHIAUH, NPUCLLIASL UUIUHLOBYIO CCBLIKY
0nsl  onaamol, NPeOHA3HAYUEHHYI0 Ol NOJVYEHUS OAHHLIX NIAMEHNCHBIX
cpeocma u NoCaedyuleco XueHus OeHeNCHbIX CPeoCcma;

(heitkosvle unmepHem-mazazuHvl, K020a co30aemcs Kpacusblii catim-
OOHOCMPAHUYHUK UMW 2PYNNA 8 COYUANbHOU cemu  (3auacmyio 8
«HMucmazpam»), ¢ 02poOMHBIMU CKUOKAMU HA AKMYAIbHbIL Y HACENeHUs
mosap (mexnuxa «Appley, caodosas mebenb, HadyeHble Oaccetimbl,
bpenoosas odedxcoa u 0p.), a nocie Npedoniamvl Mo8aAp He NPUXooum, a
caim unu 2pynnel ucdesaiom, JauOO CoOOWeHUs Jcepmevl  oaiee
UCHOPUPYIOMCAL,

MOUIEHHUYECMEA NOO B8UOOM 20CYOAPCMEEHHBIX O0P2AHO08, K020d
Jrcepmee nocmynaem 380HOK OM UMEHU «cCyowbuy, «compyoHuxka MBJ/]»,
«HAI020801» ¢ MpeboBaHUeM CPOYHO ONJIAMUMb HEeKUll UKMUBHDIL 007,
wWmpag unu nOWAUHY, Yepoxcas apecmom C4emos Uil Opyeum HaKa3aHuem,
npocsim yCmMano8UmMsb NPUNONCeHUe Ol YOaleHHO20 00Cmyna (Hanpumep,
«AnyDesk» unu «TeamViewery) ona «npoeepku cuemay, 4mo oOaem um
NOJHBIU KOHMPOJIb HAO YCMPOUCEOM NOMEPNEBULELO,

¢unancosvie nupamudvt u uUHEECMUUUOHHbIE MOUWIEHHUYECHMEd,
makue KAk — NpeoslodNCeHUsl  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KpURMOBAIIOMY, OuUpdcU UIU CMapmanst ¢ 2apaHmMupoB8aAHHbIM 8bICOKUM
00X000M, U NO HAYATY MOSYM 0adice 8bINIAYUBAmMb HebOoabUuUe NPOYEHMb,
ymobdvl nomepnesuiull 6Hec euje OObULE OEHENCHBIX CPeoCcme U Npusei
POOCMBEHHUKO8, OpY3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm 3aKpuléaemcs, d
OeHeNCHble CPeOCmBa NOXUWAIOMCSL,

6bIMO2AMEIbCHEO HA UHMUMHON RNOUBe («CEeKCMOopuleH»), Ko2oa
MOUWEHHUK Yepe3 COYycemu 3HAKOMUMCSL C HCepmaeol, smupaemcs 6 0ogepue,
CKJIOHsem K 00ueHuio 8 sudeouame UHMUMHO20 Xapakmepa uiu K OmnpasKe
OMKPOBEHHBIX (hOMO, 3anucsvléaem euoeo uau oeaaenm CKpUHWoOmsl, d 3amem
wanmasycupyem, mpebys O0eHbeU, Y2podicas pasociams Mamepuanbl 6cem
OpY3bAM U POOCIBEHHUKAM HCEPMBBL.
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YTo TYyT MOXHO U HYXHO JieJaTh, BeJb 00pbOa MPOTUB TaKOro BHA
MPECTYIUICHUI — 3TO COBMECTHasI 3a00Ta rocyapcTa U camux rpaxjaan? He
HaJ0 OosThCA. BaxkHO exeaHeBHO coOMoAaTh MpaBuiia UHPOPMAIMOHHON
TUTUEHBI — U JIeJIaTh 3TO C TE€M K€ PBEHUEM, KaK Mbl BCE MBLIU PYKHU TOCIE
nepBeix u3Bectuit 0 COVID-19. HacrauBath, 4TOOBI Tak k€ Belu ceOs U
POJICTBEHHUKH, U 3HAKOMBIC, U KOJUIETH. YUUTh UH()OPMAIIMOHHON TUTHEHE
JETEN.

N mnomaHTE: B JHOOOW, Mdake caMOM TPOJYMAHHOM CHCTEMeE
0€30IaCHOCTH — U OCOOEHHO B CamMOWl MPOJYMaHHOM — YEJOBEK SBISETCS
caMbIM CJ1a0bIM 3BeHOM. [loaToMy B MH(GOPMAIMOHHYIO AMOXY MOBBIIATH
CBOIO JIMUHYIO ITU(GPOBYIO IPAMOTHOCTH HAJI0 HETIPEPHIBHO.

CoBpeMeHHbIE TEXHOJOTUU UTPAIOT BCE OOJIBIIYIO POJIb B PA3IMYHBIX
OTpacisix, TaKUX KaK KOCMOC, 3/paBOOXpPAaHEHHE, MPOMBIIUIEHHOCTD,
(¢mHaHCHl, 0Opa30BaHKE, TPAHCIOPT... Aa BO BcexX oOmactsx xu3nu! OT yart-
00TOB 10 OECIMMUIOTHBIX aBTOMOOWJICH — UCKYCCTBEHHBIH MHTEIIJIEKT MEHSET
Haml  MUp, Jenas ero KoMmdoptHee u ynooHee. OnHako MacmTad
Bo3aeiicreusa MU Ha 4enoBeueCcTBO HaM €1IE MPEACTOUT OCO3HATh.

«C 00HOll cmoponHbl, cO8peMEeHHble MEXHON02UU CO30al0m mulcAUU
HOGbIX 603moOdcHOcmell u nepcnekmus. C Opy2oi cmopousl, oHU
HOPOHCOAIOM MHOMHCECMBO PUCKO8 U y2p0o3 — (heliku, Ooezungopmayus,
amaku Ha Kpumuyeckyio ungpacmpykmypy. Hmesa cnocodonocmsp K
camoooyuenuio, 3mom uncmpymenm (IIpUM. — UCKYCCTBEHHBIN UHTEIJIEKT)
Modcem no2youms uenoeeuecmeo, eciu €20 GblNyCMmumyv U3-n00
KOHmMpOoAad... », — BOT Ha yTo oOpatun BHUMaHue [Ipesunent PecnyOinku
benapycy A.I'.Jlykamenko 28 HosiOps 2024 r., BbicTynas B AcTaHe Ha
cammure OJIKbB.

KopoTko moapiToxkum: kakue Obl 3((EKTUBHBIE MEpPHI 3alUTHl HU
NPUHUMAJIUCH Ha TOCYJAPCTBEHHOM YPOBHE (@ OHU NPUHUMAIOMCS, NPOCMO 00
IMOM HeNb3A, NO NOHANIHbLIM NPpUHUHAM, 2c060PUMb GCJZy)C), BCC-TaKH KJIFOUCBYIO
poib B oOecrieueHMHM OE€30MacCHOCTM UIPAET  OCBEAOMIIEHHOCTh U
BHUMATEIbHOCTh Ka/10r0 U3 Hac. Mbl caMU JTOJKHBI ObITh OCTOPOXHBIMU U
OJTHOBPEMEHHO FOTOBBIMH aJalTUPOBATHCS K HOBBIM yIpo3aM, UTOObI OBITh B
COCTOSIHUM CO3/1aBaTh Kak MOXKHO Oosee Oe30macHyr cpeny AJisd BcCex
rpaXxaH.

Crnacu0o.



